Lessons to be learned from MATRIX

Accountability

The Multistate Anti-Terrorism Information Exchange (MATRIX) was a pilot project intended to demonstrate the effective
use of computer information management capabilities to more quickly access, share, and analyze records to help police
officials generate leads, expedite investigations, and possibly prevent terrorist attacks.1 FACTS, the Factual Analysis
Criminal Threat Solution, was one of the applications used through the MATRIX project and was an investigative tool that
allowed query-based searches of state-owned law enforcement data and commercially available public records.2 FACTS
essentially acted as an internet search engine for investigators and was not designed to generate leads by data mining.3
Originally 16 states, encompassing over half of the U.S. population, participated in MATRIX but by the end of the project,
11 states had dropped out prompted by cost and privacy concerns.4

There was substantial confusion about what information was contained in MATRIX and how it
would be used.5 The confusion subjected MATRIX to criticisms that it was a data mining system that
gave law enforcement too much access to private details on millions of people. This also impacted data
accuracy concerns; people were told that they could access and review their information only at the
originating agency.6
Several states began participating without first informing their legislatures or the public.7 Sharing
citizens’ information without their knowledge eroded public support and led to abandonment of the
system.8

Arguments & Examples

Data & Operational Issues

Some states’ laws prohibited their participation in MATRIX.9 Although some states made this
determination before submitting data, others did not.
MATRIX combined state records with commercially compiled data.10 This was a substantial basis for
arguments that the government was creating a surveillance system that contained detailed dossiers on lawabiding citizens.11 It was also problematic because there is no way to verify the accuracy of commercial
data.12
MATRIX was intended to provide timely, accurate, and effective information to local and state police
officials. However, no account of how errors in the MATRIX databases would be located and
corrected was developed, nor were individuals given a right of access and review.13
No limits were established on how expansive MATRIX should become.14 This made the system subject
to arguments about mission creep and failure to set the scope of the project.
MATRIX did not consider the potential to abuse the access to this information and essentially
provided unsupervised and uncontrolled access to information about individuals.15 Privacy advocates felt
that the system’s failure to define even minimal standards for running queries gave police officials too
much latitude.16
MATRIX denied or ignored the historical abuses of compiling records on individuals into a single
location.17 The fear is that individuals engaged in constitutionally protected political activity would be
singled out in databases of this nature. MATRIX did not acknowledge that some abuses are prevented by
not including certain types of information in government databases.18
The argument that MATRIX used information that was already available to law enforcement
without court supervision was not persuasive.19 Furthermore, it begged the question as to whether law
enforcement should have access to that information in the context of a system like MATRIX.
MATRIX used poor examples to demonstrate the need, capabilities, and uses of the system.
Specifically, MATRIX articles and published documents consistently used described a scenario where
investigators were provided with a partial license plate number and vehicle description.20 To solve this
example, an investigator needed little more than to sort through motor vehicle registration records.21
MATRIX consistently misunderstood the privacy issues that confronted it. Changing MATRIX from
a centralized database into a distributed system does not address privacy issues.22 Furthermore, Florida
wants to build ‘MATRIX II’ and want it to include more types of information than the original, including
financial and insurance records.23
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